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*************** Start of the 1st Change ****************

4.2.2
Security functional requirements deriving from 3GPP specifications and related test cases

4.2.2.x
Security functional requirements derived from 3GPP specifications – general SBA/SBI aspects
4.2.2.x.a
Introduction
The purpose of the sub-clauses in 4.2.2x is to identify and describe the general baseline requirements from SBA security architecture and the corresponding test cases. The general baseline requirements are applicable to all Network Function (NF) within the 5G Core (5GC) utilizing Service-Based Interfaces (SBI), independent of a specific network product class. 
4.2.2.x.b
Protection at the transport layer
4.2.2.x.c
Mutual authentication between network functions
4.2.2.x.d
Authorization of NF service access
*************** Start of the 2nd Change ****************

4.3
Security requirements and related test cases related to hardening

4.3.1
Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing network products (including the network functions in service-based architecture) by reducing its surface of vulnerability. In particular the identified requirements aim to ensure that all the default network product configurations (including operating system software, firmware and applications) are appropriately set.
4.3.x
Network Functions in service-based architecture

*************** End of Change ****************


